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The Directory Experts

““We could never expand the directory worldwide
without the ability to centrally manage it. You try to
manage any more than 10 servers in any installation
and it’s just impossible to see the entire picture.
NetPro’s solutions give us that ability.”
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More cooks = more messes.

It's as simple as that for Norsk Hydro’s Andreas Borsodi. As a Solutions Advisor for
eDirectory, NT and Active Directory, and the key operating systems they run on, Borsodi
knows that it's common practice for many companies to simply throw headcount at IT
problems to solve them. But, he doesn't buy it. And he doesn't put it into practice at
Norsk Hydro, the Norway-based oil, energy, aluminum, and agricultural conglomerate
where he works.

“People think the answer is to hire more people,” says Borsodi. “But, I don't think it
helps.”

Indeed, when the Hydro IS Partner (HISP) team has completed its initial roll out of the
company’s 14,000-user Windows 2000 Active Directory deployment, a maximum of six
administrators will be responsible for managing the worldwide directory infrastructure,
including Domain Controllers (DCs), OU structure, AD-integrated DNS, etc. They will
manage the infrastructure centrally from the company’s Oslo headquarters, with only
one dedicated administrator in each major site. And, this will remain true when the
environment expands to feature a total of 25,000 users over time.

NetPro’s directory assurance software makes it all possible.

“We could never expand the directory worldwide without the ability to centrally
manage it. You try to manage any more than 10 servers in any installation and it's just
impossible to see the entire picture,” he says. “NetPro’s solutions give us that ability.”

Today, Norsk Hydro owns three of NetPro’s Active Directory Lifecycle Suite solutions,
including DirectoryAnalyzer, DirectoryTroubleshooter, and DirectoryInsight. And, with
several eDirectory trees throughout the world, featuring nearly 300 eDirectory servers
at its peak installation, the company also runs NetPro’s Novell eDirectory monitoring
solution, DS Expert, on its main eDirectory tree.

DS Expert started it all, says Borsodi.

Is It eDirectory or Isn't It?

“For years, we were having problems with the network, and we were pretty certain that
issues with eDirectory were causing them, but we had no way to prove it,” he says. To
make matters worse, there was a period of time when all problems in the network were
being blamed on eDirectory. “We also knew that wasn't the case,” he says.

The first line of defense was health checks. The staff started by checking such key
eDirectory infrastructure components and processes as replication and synchronization



on servers across the tree, but the efforts were fruitless.
“Finding problems was very difficult and time-consuming,”
says Borsodi.

In the meantime, increasing numbers of calls to the help
desk and corresponding trouble tickets necessitated a
more proactive, aggressive approach to the issues. DS
Expert was deployed to pinpoint where eDirectory was to
blame — and where it wasn't.

DS Expert ensures the health of Novell eDirectory by
monitoring it 24X7 and proactively alerting on all key
points of failure. DS Expert completely eliminates the
need for time-consuming manual directory health checks
and enables administrators to deliver consistent, reliable
access to business-critical services. In Norsk Hydro’s case,
DS Expert provided unprecedented insight into eDirectory
that enabled the IT staff to effectively drill down on the
issues causing business-crippling downtime for network
users and resources.

Borsodi points to one specific instance when DS Expert
provided rapid assessment of an eDirectory error that
caused service availability issues. A third-party consultant
upgrading a set of workstations named one “Hydro"” -

- the same name as a key NT4 domain. The mistake
immediately spurred a WINS service issue, which caused
a ripple effect of printer downtime for internal users
running Windows 95 and 98. “Instead of logging into the
NT4 Domain, they were accessing NetWare/eDirectory,”
Borsodi says. “Around the system, no one could print and
everyone blamed it on eDirectory.”

When the team drilled down on DS Expert to pinpoint the
problem, they quickly determined that it wasn’t eDirectory
after all because the DS Expert client showed no critical
alerts. “We could have been hunting down that problem
for days. Ruling eDirectory out of the equation right

away saved us countless hours, and enabled us to focus
troubleshooting efforts in other key areas so that we
could get users up and running again,” Borsodi relates.
“For years, DS Expert was the main tool keeping the
directory alive.”

Active Directory Assurance

It's no wonder then that the company would turn to
NetPro when it came time to migrate from eDirectory to
Active Directory.

“From the start, we knew we would get into trouble.
There are always bugs in technology products, and

we knew that local administrators were doing things

that we had no control over,” Borsodi says. But, as

with eDirectory, the team had no way to highlight the
problems and no way to locate and solve them. “We had
to implement a solution for regional surveillance,” Borsodi
relates.

DirectoryAnalyzer was that solution. DirectoryAnalyzer

ensures the reliability and performance of Active Directory
by proactively monitoring and alerting on the directory
24x7. DirectoryAnalyzer manages all key infrastructure
components, including replication, Active Directory-related
DNS, domain controllers, operations masters, global
catalogs, domains, and sites.

According to Borsodi, the solution began to add value

as early as the test phase of the Active Directory

lifecycle. “As soon as we loaded DirectoryAnalyzer, we
found several errors in our test environment,” Borsodi
says. “Replication was the biggest issue. We pinpointed
problems and identified ways to improve the directory’s
performance by relocating domain controllers to new sites
or creating links instead of assigning dedicated machines.”

Borsodi also credits DirectoryAnalyzer with enabling the
team to build subnets correctly. “From the very earliest
stage of the process, we saw DirectoryAnalyzer as vital,”
he says.

Adding Value to MOM

Borsodi is quick to point out that DirectoryAnalyzer is
vital, despite the fact that the industry giant plans to
deploy Microsoft Operations Manager (MOM) on DCs
across the system. MOM, Microsoft’s leading Windows
monitoring and management framework, provides some
Active Directory monitoring capability in addition to its
far-reaching server-level monitoring features. But, Borsodi
reports, Norsk Hydro relies on the framework to do a
very different job. Collecting data from server logs in a
central repository is the key role of the solution. “We do
it to heighten security against hackers,” Borsodi explains.
“We store all the data on a secure SQL server and by
monitoring for anomalies, we can stop hackers before
they do any damage.”

While Borsodi is familiar with MOM’s Active Directory
monitoring capability, he trusts best-of-breed solutions
like NetPro’s DirectoryAnalyzer to do the job. *MOM is
difficult to use for Active Directory monitoring because
it does so much at the same time. It's tough to get the
whole picture,” he says. “"With DirectoryAnalyzer, there’s
no cumbersome interpretation. We go directly to the
problem solving. We use the right tool for the right
project. Active Directory is too important to leave to
guesswork.”

When You've Got Trouble.. ..

Guesswork is nearly synonymous with troubleshooting
when it comes right down to it, and that’s why

Norsk Hydro relies on DirectoryAnalyzer’s companion
troubleshooting solution for fast and efficient problem
diagnosis.

DirectoryTroubleshooter is the only solution that enables
administrators to troubleshoot enterprise-wide directory



problems quickly and efficiently from a single client. By
aggregating a comprehensive set of troubleshooting tests
and utilities previously available only through Microsoft
command-line utilities, DirectoryTroubleshooter diagnoses
directory problems without time-consuming, manual
troubleshooting. From Domain Controller health to DNS
and replication, DirectoryTroubleshooter also provides a
hands-on help file and detailed reports for current and
historical reference.

“DirectoryTroubleshooter takes the guesswork out of

the troubleshooting process,” he says, noting that the
interdependencies and distributed nature of the directory
contribute dramatically to the complexities of the
troubleshooting process. For example, when a problem
happens in Norway, the chances are good that it originated
somewhere else, perhaps as far away as the U.K. or

South America. The same holds true when an issue arises
in the U.K. In the end, it may be a DC in Norway that
holds the key to the problem. Through replication, Active
Directory shares information, and there are times when the

information shared is responsible for creating the problems.

“When we see problems, and when we know something
just isn’t quite right, we use DirectoryTroubleshooter to
check servers,” Borsodi explains. “Having the ability to do
it all at once — choosing multiple domain controllers and
running multiple tests saves considerable time and effort in
the troubleshooting process.”

It also saves the time that would otherwise be required

for IT staffers to build troubleshooting solutions or use
traditional command-line tools. “"We did that in the
eDirectory days. We tried to build our own tools and it was
a huge task,” Borsodi says. “In the end, we didn't have
the directory expertise that was required to make our own
tools effective.”

NetPro has built more than a decade of directory expertise
into its solution set, and the resulting features are a vivid
reflection of it. “There are features in the new version of
DirectoryTroubleshooter that we haven't even tested yet,”
says Borsodi. "But, we are excited to try them because
they do what we need them to do.” Changing settings on
DCs through one of DirectoryTroubleshooter’s five new
“jobs” is one task for which the Norsk Hydro IT team will
use DirectoryTroubleshooter in the future.

Insight for Peace of Mind

With the migration from eDirectory to Active Directory
heating up, the nhumber of users moving to the new
directory changes daily, and it's up to Borsodi’s team to
stay on top of it.

Thanks to NetPro’s DirectoryInsight, they do. The only
change management solution available for Active Directory,
DirectoryInsight enables administrators to effectively

plan and manage the deployment, growth, and ongoing

maintenance of Active Directory by delivering critical
directory change information through a browser-based,
graphical interface. DirectoryInsight tracks how directory
objects populate over time, logs configuration and
infrastructure modifications, and delivers real-time and
historical reports. These reports streamline the manual
migration process and provide valuable insight on Active
Directory’s infrastructure as it grows.

Today, the Norsk Hydro team uses DirectorylInsight to
monitor different migration projects. “We track how many
thousands of users we migrate each day and how many
groups,” says Borsodi. “DirectoryInsight keeps track of the
migration process so we don't have to.”

It does more than that. According to Borsodi, the solution
also serves as a vital capacity planning solution. “Because
of DirectoryInsight, we know how many objects we have
and it helps us to determine how many servers are needed
to accommodate them.”

“If we didn’t have these tools, we would have ended up
the same situation we did with eDirectory — people blaming
the problems on Active Directory,” says Borsodi. Thanks to
the team’s strategic selection of NetPro’s Active Directory
Lifecycle Suite solutions, that’s the last thing Norsk Hydro
will have to worry about.

In the end, the key to ensuring constant directory
availability and uptime for Norsk Hydro is the right number
solutions to the right number of cooks -- and no messes.

Norsk Hydro at a Glance. ..

Customer:

50,000 employees

Qil, energy, aluminum, and agricultural conglomerate
Headquartered in Oslo, Norway

Presence in 60 countries worldwide

# of Users:
25,000

NetPro Products Deployed:
Novell eDirectory -- DS Expert

Microsoft Active Directory --
DirectoryAnalyzer, DirectoryTroubleshooter,
DirectoryInsight

Benefits Achieved through Solutions:

e Dramatically reduced network downtime

o Improved network performance

* Enhanced end-user productivity and service

» Significant time and resource savings

¢ Shorter mean-time-to-repair

» Network efficiency improvements

e Centralized and streamlined directory management




