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Centralized view of enterprise access

Understanding who has access to
Active Directory (AD) and Windows
resources is critical to any security
or compliance initiative. Blackbird
privilege explorer automates the
process of security analysis and
reporting - providing a scalable
and cost-effective way to manage
network resources across the en-
terprise. By deploying intelligent
agents, privilege explorer offers a
centralized view of enterprise ac-
cess, ensuring the right people
have access to the right resources
to minimize data theft, security
breaches, or system attacks.

With Blackbird privilege explorer,
administrators can easily:

KEY BENEFITS

m  Report on access permissions on files, folder
andshares in your environment

m  Understand the exposure of your sensitive
informationand intellectual property

®  See where an account or group has rights to ensure
they have the appropriate access to the just those
resources they need for their job

m  See current settings or compare permissions over
timewith live and historical reporting

®  |nstantly drill down to find out how access to a
resource was granted and rollback any unwanted
changes through seamless integration with the
Blackbird Management Suite

= Use report filtering to block out inheritance, making
it easy to see the explicitly set rights and scope to

= Report on who has access to resources for SOX, PCI, HIPAA and other

compliance mandates

= Figure out who had access to a resource when an issue occurred

= Provide data owners with reports on who can access their data

= Compare permissions overtime for specifc resources and drill into the
integrated logs of blackbird auditor to see how these permissions were

changed

= Easily rollback permissions to a known good state to adhere to corporate

Tighter security and control over access and permissions

Understanding who has access to your sensitive information and File Systems
is critical to any security and compliance initiative. Whether it's permisions that
were granted to user no longer in the appropriate role for the resource or
unauthorized additions, permission violations often go undetected — putting
your entire enterprise at risk of data theft, security breaches, service disruption
or non-compliance with government regulations.
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Blackbird privilege explorer for Windows File System enables tighter security

BLACKBIRD &“ﬁ and control over File System resources across the enterprise. It offers a
VI] M centralized view of access and privileges, so administrators clearly know who
pl‘l ege exporer has access to which resources and understand the exposure of your

company's sensitive information and intellectual property. With Blackbird
privilege explorer for Windows File System, you can be sure that users have
access to the resources they need to do their job, and only those resources.
Obsolete or rogue permisions are quickly indentified and corrected. As a
result, you can be sure that all access permissions comply with corporate
policies, as well as external regulations like Sarbanes-Oxley, HIPAA, Gramm-
Leach-Bliley, and PCI.

Reporton access permissions onfiles, folders and shares

Blackbird privilege explorer for Windows File System provides a centralized
and comprehensive view of all managed file resources, enabling
administrators to view, report, and analyze security permissions across the
enterprise. With both live and historical reporting, administrators are able to
see the current permissions settings, as well as compare permissions over
time. In short, Blackbird privilege explorer provides you with the tools needed
to protect company data, enforce internal policies and ensure adherence with
external compliance regulations.

Instantly drill down to rollback changes

Seamless integration with the Blackbird Management Suite offers
unparalleled ease and efficiency for managing any anomaly or security
configuration, such as when an unauthorized user has been granted access
to sensitive resources. Administrators can instantly drill down on any privilege
to find out how access to a resource was granted — and then click to rollback
the change to return to the previous state with the appropriate access
privileges set. There's never been an easier or stronger way to protect
corporate data and resources.

Powerful reporting capabilities

Blackbird privilege explorer's powerful reporting capabilities deliver the
documentation and data needed to identify violations, and prove compliance
to auditors and managers. Advanced filtering allows you to quickly target
access reports to specific resources, users/groups, permissions and/or
dates. You can filter out inheritance rights to focus only on explicitly set rights.
And comparison reporting lets you easily understand how permissions have
changed between two points in time.

Stronger security without over-extending your IT resources

By streamlining and automating reporting on file system activity, Blackbird

privilege explorer lets you strengthen your data security and compliance

strategy, without burdening your IT staff. Blackbird Management Suite

eliminates the time-consuming manual tasks once associated with data

“‘ BLACKB({&UDPTM collection and security reporting. With scheduled reporting, you can run

' reports against the central database and automatically email them to
administrators, security officers and business data owners.

www.blackbird-group.com
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Blackbird Management Suite: seamless lifecycle management
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Pﬂvﬂege exp]orer Bl_ackbird .privilege _explorer for
Windows File System is part of the Audit

Blackbird Management Suite, a fully gty g,
integrated, end-to-end solution that AN

seamlessly guides administrators
through the entire identity and access
lifecycle — from real-time auditing of AD
and Windows File System, to
compliance reporting, proactive
safeguards and recovery. A single
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About the Blackbird Group
/}\ BLACKBIRDTM The Blackbird Group is a leader in identity and access management. Blackbird’s innovative solutions help
“ GROUP organizations make the most of their technology investments and Windows infrastructure — with simpler
compliance, streamlined governance, increased IT efficiency, and greater application availability. The Blackbird
Group is a Microsoft Gold Certified Partner with more than two million installed seats worldwide. Founded in
2002, the Blackbird Group is a privately held company. Corporate headquarters are in Manhattan, New York with

+1 (21 2) 380-1465 offices located throughout Europe. For more information, visit www.blackbird-group.com.

Toll Free: +1 (866) 224-8330
sales@blackbird-group.com
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