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Automated policy enforcement for Active Directory and network
resources

Protecting data and preventing
unregulated access to network KEY BENEFITS
resources is vital for any

enterprise - particularly given the = Manage entitlements to fles, folders and other
increased focus on IT security and BT GRS [EEELEE
regulatory compllance. Yetevenin = Meet compliance and security initiatives with -re

the face of increased security peatable data governance process
demands, companies still need a
flexible way to ensure that
authorized employees, customers
and partners can access the = Automate user and group provisioning to reduce
resources they need. data management risks and costs

B Comprehensive audit trail for full transparency

m  Protect critical data and network resources with se -
cure and automated internal controls

Blackbird privilege manager enables companies to meet security and
regulatory requirements, while freeing IT from the burden of requests to add,
change, or revoke user access. By streamlining workflows for authorizing,
activating and revoking entitlements in AD, privilege manager empowers data
owners to provide strict entittement processes to prevent unregulated and
unauthorized access to resources.

Compatible with

Window;'7

Workflow-based data governance

Works with
.. Windows

N Privilege manager’s workflow process enables data owners to control access
& Servers 2008 R2

and changes to their resources without infrastructure changes or business
disruption. It brings together data owners, end users, reviewers and
approvers in a forum for communicating, authorizing, and activating
entitlements.

*  Dataowners: configure workflows for managed data resources
e Users: requestaccessto shares, folders, files
*  Reviewers: review access requests

/‘\ e Approvers: approve access requests
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<P Tighten Active Directory security and ensure compliance
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Wi Given the sheer number of access requests across the enterprise, manual
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P eg provisioning tools are simply not sufficient to meet compliance requirements

for Sarbanes-Oxley, HIPAA, Gramm-Leach-Bliley, and other regulations. By
automating provisioning and revocations, Blackbird privilege manager
ensures that the entitlement management process is strictly enforced without
exception. And, Blackbird provides a comprehensive audit trail for full
transparency and seamless reporting for compliance documentation.

Reduce administrator workload without compromising security

PULIGY

ENEFORGEMENITTEOR Blackbird privilege manager eliminates the time-consuming manual tasks
once associated with provisioning. Its seamless workflow process and
ACHIVEDIREGHORY: intuitive interface enable data owners to perform necessary provisioning
AND NETWORK tasks without burdening IT administrators. And by automating group and user
policy management, privilege manager virtually eliminates provisioning
RESOURGES errors, while simultaneously reducing IT support costs and time.
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Blackbird Management Suite:
seamless lifecycle management

Blackbird privilege manager is part of
the Blackbird Management Suite, a
fully integrated, end-to-end solution
that seamlessly guides administrators
through the entire identity and access
lifecycle - from real-time auditing and
compliance reporting to protection and
recovery. A single dashboard provides
a consolidated view for unprecedented
ease and efficiency in identity
management.
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Protect

Blackbird privilege manager ties in with Blackbird auditor - showing which
access changed for a managed resource. Data owners can review and filter
access reports to easily see who has access to their data. In seconds, they
can drilldown on any privilege or event to find out who made the change - and
then create a proper workflow process for future assignments. There’s never
been an easier or safer way to protect corporate data.

About the Blackbird Group

/“\ BLACKBIRDW The Blackbird Group is a leader in identity and access management. Blackbird’s innovative solutions help
“ GROUP organizations make the most of their technology investments and Windows infrastructure — with simpler
compliance, streamlined governance, increased IT efficiency, and greater application availability. The Blackbird
Group is a Microsoft Gold Certified Partner with more than two million installed seats worldwide. Founded in
1 (212) 380-1465 2002, the Blackbird Group is a privately held company. Corporate headquarters are in Manhattan, New York with

. ( ) B offices located throughout Europe. For more information, visit www.blackbird-group.com.

Toll Free: +1 (866) 224-8330
sales@blackbird-group.com
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