Centrify Di

rectControl

Active Directory-based access control and centralized identity management
web and database platforms

for your UNIX, Linux, Mac,

Centrify DirectControl delivers secure
access control and centralized identity
management by seamlessly integrating
your UNIX, Linux, Mac, web and database
platforms with Microsoft Active Directory.
DirectControl effectively turns a non-
Microsoft system into an Active Directory
client, enabling you to secure that system
using the same authentication, authoriza-
tion and Group Policy services currently
deployed for your Windows systems.

Additional seamlessly integrated modules
snap into the DirectControl Agent to
provide services such as web and
database single sign-on and Samba

integration. The DirectControl Manage-
ment Tools include extensions to standard
Microsoft management tools, an adminis-
tration console, out-of-the-box reporting,
and an account migration wizard.

DirectControl is non-intrusive, easy to
deploy and manage, and is the only
solution that enables advanced, fine-
grained access control through its unique
Zone technology.

With Centrify DirectControl you can
address regulatory compliance,
strengthen security, and enhance IT and
end-user efficiency and productivity.

BEFORE CENTRIFY

One User. Many Accounts. Many Identity Stores.

The Problems

= Security. Many identity stores are not
secure. Inconsistent security policies and
orphan accounts pose major security risks.

e Compliance. No central, standard
method for access control. Inability to
report on user access to key systems.

e Efficiency. Admins manage too many
systems with different tools. Long wait
for provisioning. High volume of
password resets drains resources.

Joan Smith
One User. Four Accounts.

Red Hat Linux
LDAP Database

Solaris
NIS/NIS+ or etc/passwd
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Active Directory
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AFTER CENTRIFY
One User. One Account. One Directory.

Centrify’s Solution

e Cross-Platform Security. Eliminate
insecure identity stores. Adopt consis-
tent Active Directory-based user
account and security management.

e Built for Compliance. Unique Zone
feature enables granular ““need to
know’” access control. Built-in reports
verify who has access to what.

e Fnhanced Efficiency. Single set of
Active Directory tools enable quick
provisioning. Reduced volume of
password resets frees resources.

Joan Smith
One User. One Account.

KEY FEATURES & BENEFITS

Move to a central directory with a single
point of administration.

By centralizing account management and
security policy in Active Directory, organiza-
tions can improve IT efficiency and move
toward a more secure, connected infrastruc-
ture for their heterogeneous environment.
They can eliminate redundant identity stores,
provide administrators and end-users with a
single sign-on account, standardize on a
single set of tools and processes, and enforce
enterprisewide security policies.

Use DirectControl Zones to provide
secure, granular access control.

Centrify's unique Zone technology delivers
the granular access control that real-world
enterprises need to securely manage their
heterogeneous environments. Any logical
collection of UNIX, Linux or Mac systems can
be segregated within Active Directory as a
DirectControl Zone. Each Zone can have a
unique set of users, a unique set of adminis-
trators, and a unique set of security policies.

Extend web single sign-on to end-users,
business partners and customers.

Centrify delivers Active Directory-based web
single sign-on for both intranet and extranets
running on Apache and J2EE servers at a
fraction of the cost of older point solutions.
For intranets, DirectControl enables web SSO
via Kerberos/LDAP. For extranets, DirectCon-
trol leverages Microsoft ADFS to provide
federated identity management.

Simplify compliance with regulatory
requirements, enhance auditing
DirectControl simplifies compliance reporting
by providing a single point of administration
for access control and security policy. Our
Zone technology enables granular access
control, and out-of-the-box reports verify
who has access to what. When combined
with our DirectAudit, you have an integrated
solution for access control and accountability.

Deploy quickly without intrusive changes
to existing infrastructure.

DirectControl’s support for open standards
and unified architecture make it far easier to
deploy than any other Active Directory-based
solution. Certified for Windows 2003 Server,
DirectControl does not require proprietary
schema changes in order to store UNIX
identity data or to enable advanced features.







