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THE CHALLENGE:

Today’s enterprises are at greater risk of security breaches than ever before as the workforce is continually being
redefined by acquisitions, reorganizations and workforce reductions. As a result, the problem and expense of tracking
who has access to what systems is becoming a top priority, heavily regulated both internally and externally by corporate
auditors and government regulations. To combat this issue, IT organizations are starting to recognize that timely
elimination of dormant accounts from their various systems will result in lower network management costs and better
protection from security breaches.

THE SOLUTION:

Account Terminator empowers your IT staff with the ability to securely disable and/or delete dormant or unwanted
employee user accounts across multiple platforms through an easy-to-use administrative web portal that provides
a complete and in-depth audit trail. With Account Terminator, you can harden overall network security and ensure
compliance with corporate and government regulations such as Sarbanes-Oxley, Gramm-Leach-Bliley and HIPAA. It
even integrates with Microsoft Identity Information Server (MIIS) or any other automated process to help lower costs
and drive improved operational efficiencies 24x7.

www.pi101.com




Key Features:

» Automated user account
deprovisioning across multiple
platforms

* Proactive monitoring and alerting
Automated Exchange mailbox
archiving

* Home directory archiving and
share removal

« Delayed account delete

Automatic administrator
notification on retry
» User & Group exemption
 Extensive change and activity
auditing
Automated delivery of both
summary and detailed usage
reports

« Parallel processing
* Expanded platform support

Reduce Exposure by Eliminating Overlooked Accounts

When dormant accounts and newly departed employee accounts are deactivated in one swift
action across all platforms, IT organizations are better able to control access and reduce
opportunities for security breaches across the enterprise. Better asset management also reduces
software license and maintenance costs.

Increase IT Efficiency by Automating Account Termination
Through delegated administration and task automation, it is possible to securely offload the
administrative burden of account deactivation from central IT groups.

Drive Enterprise-Wide Security and Compliance
To ensure compliance with regulations stemming from HIPAA, Homeland Security, Gramm-
Leach-Bliley, and Sarbanes-Oxley, it is vital that organizations have proper controls to system
access that include the necessary levels of auditing and reporting. With Account Terminator,
you can get summary and detailed usage reports of all account deletions, disables, and enables
can be sent hourly, daily, weekly, or monthly to system administrators.

Business Intelligence 101 (Bi101)

Business Intelligence 101 provides you with unparalleled insight into the world’s leading
network management software. With Bi101, you can rest assured that you’re making
the most intelligent business decision when purchasing and implementing solutions for
the security and compliance, identity and access, and infrastructure management of your
enterprise network.

Through disciplined, proactive research and unsurpassed industry knowledge, Bi101’s
solutions are easy to implement, even easier to manage, and provide a proven return on
investment throughout every step of the technology lifecycle.

Contact Us Today!
Call or email for more information on all of Business Intelligence 101’s products and
solutions. Or visit us online at www.bi101.com.
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