
The Proofpoint Difference

Proofpoint is an innovative security-as-a-service vendor that 
delivers data protection solutions that help organizations protect 
their data from attack and enable them to effectively meet the 
complex and evolving regulatory compliance and data governance 
mandates that have been spawned from highly publicized data 
breaches. Our integrated suite of on-demand data protection 
solutions span threat management, regulatory compliance, data 
governance and secure communications—-all of which are based on 
a common security-as-a-service platform.

Our Solutions
Threat Protection
Proofpoint Enterprise Protection™ 
Effectively blocks known threats and predictively blocks new, emerging threats and campaigns. Rich email policy options enable fine-tuning 
of email routing, handling, and quarantine rules. Proofpoint offers 
flexible deployment options from on-premise to cloud, powerful 
and scalable performance based on Sendmail, and multilingual 
global administration capabilities.

Targeted Attack Protection™ 
Dynamically analyzes and blocks the malicious URLs and 
attachments that can evade antivirus and reputation filters. Leverages cloud-based big data and threat intelligence analytics to predictively 
detect malicious URLs in unsolicited emails and block user clicks before they can lead to a compromise—whenever or wherever the user 
clicks. Speeds response and remediation by quickly identifying campaigns, targeted users, and potentially infected systems.

Proofpoint Threat Response™ 
Automatically collects important context data to help security 
teams quickly understand and respond to detected security threats. 
Integrates with existing security infrastructure to block verified threats, quarantine infected users, and protect additional users from being 
infected. Provides the ability to customize the automation of critical workflows so that organizations get the appropriate level of response for  
their needs.

Compliance
Proofpoint Enterprise Privacy™ 
Protect your sensitive email messages while ensuring your affiliates, business partners and end users still have seamless access to those 
secured messages on their computers or mobile devices. Email encryption policies can be triggered based on structured, unstructured or 
keyword/regular expression content matches identified by our DLP engine. Keys are generated per message copy, so you can revoke access to 
single messages—without ever worrying about keeping track of all the keys.

Our solutions are used by approximately 
3,300 customers worldwide, including 45 of 
the Fortune 100, protecting tens of millions  
of end-users.

Gartner, Inc. positions Proofpoint in the 
Leaders Quadrant in its 2014 Magic Quadrant 
for Secure Email Gateways.
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Proofpoint Secure Share™ 
Share files securely, eliminate large attachments clogging your main email infrastructure, and prevent users from resorting to unsecure public 
file-sharing services. Information can be encrypted during upload, download, and at rest—while DLP and regulatory compliances policies are 
automatically enforced according to your specifications.

Proofpoint Enterprise Content Control™ 
Simplifies the complex investigative task of determining the who, what, where and when for sensitive corporate data containing PCI, HIPAA 
and FINRA regulated content or high value information. Proofpoint Enterprise Content Control seamlessly integrates with Proofpoint 
Enterprise Privacy to enforce policies for both data in motion and data at rest across file servers, SharePoint and more.

Discovery
Proofpoint Enterprise Archive™

Unified platform to capture, preserve, and deliver email, IM, documents, and social content—providing streamlined discovery, simplified 
regulatory compliance, and consistently fast information access. Meet eDiscovery and legal hold obligations efficiently, cost effectively and 
defensibly with a fully automated system for real-time search, 
robust legal hold management and legal team collaboration, with 
unsurpassed data privacy and security protection provided by 
patented DoubleBlindTM Key Architecture.

Proofpoint Enterprise Governance™

Track, classify, monitor and control retention and disposition of 
data across the enterprise—regardless of where it is located. Digital 
Thread™ technology works like a GPS system for documents, 
tracking an enterprise document as it moves throughout your infrastructure without requiring additional systems investment, complex data 
migration, or change in the way that users collaborate around specific information.

Proofpoint Enterprise Collaboration Archiving

Allows organizations to employ policy-based controls to capture social and enterprise collaboration content so that it can be managed as 
any other critical information asset. Proofpoint captures all content and converts it to email form in real-time – even if a user deletes that 
content – ensuring you remain compliant with your regulatory obligations.

Social Media Brand Protection and Compliance
Monitor your social media accounts for risk and compliance with Proofpoint Nexgate solutions. When you set up your Nexgate account, 
you can scan Twitter, Facebook, LinkedIn and other properties to find and audit brand affiliated accounts, manage access and connected 
applications, filter abusive or offensive content, archive communications, and prevent fraud and account hacking.

Our Customers
Proofpoint currently serves more than 3,300 global enterprises, universities and government agencies, supporting tens of millions of users. 
Our customers represent nearly every vertical in the public and private sphere, but they all have one thing in common: They trust Proofpoint 
to better defend, protect and govern their most valuable data, using our solutions to block spam and viruses, prevent leaks of confidential 
information, encrypt sensitive data and securely archive email. We work closely with our customers to deliver the highest levels of support, 
ensure industry-leading levels of customer satisfaction and continually improve and enhance our solutions.  For more information on how 
Proofpoint can help your organization meet your security and compliance needs, please contact your local account representative or visit 
www.proofpoint.com.

Gartner, Inc. positions Proofpoint in the 
Leaders Quadrant in its 2014 Magic Quadrant 
for Enterprise Information Archiving.
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